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Hard bugs:
Why we need
advanced debugging




30hr 3ug [The new Hacker’s Dictionary, Raymond 1996]

A Bohr Bug is a failure that is always reproducible
and in a deterministic way

> Conditions of its appearance are:
2 quantifiable

2 consistent
2 deterministic

Does not mean that it is easily fixable or
understandable!



Hard bugs (1)

lhe MW Seandal

COMMNICATIONS

* Tools do not exist

* Tools are not adequate o s
. . . The Debugging Scandal and What to Do About It
* In 1997, was referring to a situation Communications of the ACM
that was already 20 years old Al
Henry Lieberman, guest editor
- It is still valid today

T—

(but we’ve made progress!) o o
« Debugging is the dirty little secret of

computer science. »

« ...embarassment, frustration, despair... »



Hard bugs (2)

W Those bugs are elusive
2 They are hard to observe
2 They are hard to reproduce

2 They hide their tracks

2 They are unpredictable

Stop '\

Instrumentation

Big ! )

Restart

Program

Reproduction

Observation




Hard bugs (2)

W Those bugs are elusive
2 They are hard to observe

2 They are hard to reproduce

2 They hide their tracks

2 They are unpredictable
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GhOSt 3ug [My hairiest bug war stories, Eisenstadt 1997]

4 Ghost Bug, or stealth bug
This bug hides its tracks after messing with

2 When you can observe its symptoms, it is

your program

00 |late!

2 Information about its source or its origin is

Ost
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GhOSt Bug [My hairiest bug war stories, Eisenstadt 1997]

4 Ghost Bug, or stealth bug
This bug hides its tracks after messing with your program

2 When you can observe its symptoms, it is too latel!
2 Information about its source or its origin is lost

static Random rnd = new Random();
static int randomPositive(int n) {

return |[Math.abs(rnd.nextInt())| % n

} -2147483648

RedShell: Online Back-In-Time Debugging,

Schulz and Bockisch 2017] 0
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GhOSt Bug [My hairiest bug war stories, Eisenstadt 1997]

4» Ghost Bug, or stealth bug

This bug hides its tracks after messing with your program

2 When you can observe its symptoms, it is
2 Information about its source or its origin is

static Random rnd = new Random() ;

too late!

Ost

static int randomPositive(int n) {

return Math.abs(rnd.nextInt()l) % n

+ 2

RedShell: Online Back-In-Time Debugging,
Schulz and Bockisch 2@17]



“SUFDFISG SCeﬂarIO” [The errors of TEX, Knuth 1989]

[My hairiest bug war stories, Eisenstadt 1997]

#Surprise Scenario: you did not see it coming!
2z Dormant bugs in the program

2 You do not even suspect their source

11



“SUFDFISG SCeﬂarIO” [The errors of TEX, Knuth 1989]

[My hairiest bug war stories, Eisenstadt 1997]

“)Surprise Scenario: you did not see it coming|
2 Dormant bugs in the program
2 You do not even suspect their source

> Often due to a misunderstanding of what the program
does or should do

12



“SUFDFISG SCeﬂarIO” [The errors of TEX, Knuth 1989]

[My hairiest bug war stories, Eisenstadt 1997]

4 Example: the final error of TEX78 (Knuth 1989)

2 DVI language: machine-like language with 8 bits instructions
followed by parameters (a sequence of bytes)

> Sometimes a push (141) could be o e

immediately followed by a pop (142) r:mpth;
141 (push)

2 Knuth optimized the output by 142 (pop) —
removing instructions following 141 (push) ——
this pattern 141 (push)

142 (pop)

142 (pop)

142 (pop)
some instruction




“SUFDFISG SCeﬂarIO” [The errors of TEX, Knuth 1989]

[My hairiest bug war stories, Eisenstadt 1997]

1) Example: the final error of TEX78 (Knuth 1989)

2 Sometimes the pattern was wrongly misrecognized and removed
data from parameters from other instructions!

An instruction with an operand ——Jp{ other instruction other instruction
115 115
The instruction operand 120 120
whose last byte is 141 >
135 135
141 removes the last
push-pop pattern byte of the

142 (pop) operand!

other instruction other instruction
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He|Senbug [The new Hacker’s Dictionary, Raymond 1996]

1) Heisenbug
Disappears when you try to observe it (or changes its
behavior)

1) Tools we use to observe and instrument programs have
an influence over those programs’ behavior

4 Typical with concurrency: observing a process may

iInduce a latency In inter-process communication and hide
a bug or produce a new one

15
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He|Senbug [The new Hacker’s Dictionary, Raymond 1996]

Example: the Pharo language test suite
All unit tests are executed In the same order

> Sometimes when you insert a test, the order is
changed and then one of the tests fails

2 ...but when we run that failing test alone, now it works
and even running the all suite again works!

2 Until one other test fails later in similar conditions...

16



1 )
Maﬂd6|bug [Fighting Bugs: Remove, Retry, Replicate and Rejuvenate,
Grottke and Trivedi 2008]

4 Mandelbug
Non-deterministic bug that only happen it specific,
unpredictable and/or complex conditions are met

4 Understanding and reproducing all conditions to reproduce
a Mandelbug is difficult because of non-determinism and the
lack of information

17



1 )
Maﬂd6|bug [Fighting Bugs: Remove, Retry, Replicate and Rejuvenate,
Grottke and Trivedi 2008]

Mandelbug
Non-deterministic bug that only happen it specific,
unpredictable and/or complex conditions are met

Understanding and reproducing all conditions to reproduce
a Mandelbug is difficult because of non-determinism and the
lack of information

You can hardly reproduce these bugs in development,
but more easily on the deployed software

18



1 )
Maﬂd6|bug [Fighting Bugs: Remove, Retry, Replicate and Rejuvenate,
Grottke and Trivedi 2008]

Mandelbug
Non-deterministic bug that only happen it specific,
unpredictable and/or complex conditions are met

Understanding and reproducing all conditions to reproduce
a Mandelbug is difficult because of non-determinism and the
lack of information

You can hardly reproduce these bugs in development,
but more easily on the deployed software

The Patriot missile system bug can lbe considered as a
mandelbug

19



“SChrOedlﬂgbug” [The new Hacker’s Dictionary, Raymond 1996]

4 Schroedinbug
Implementation defect because of which the software should
never have worked

20



“SChrOedlﬂgbug" [The new Hacker’s Dictionary, Raymond 1996]

4 Schroedinbug
Implementation defect because of which the software should
never have worked

4 It is a defect observed in the source code after which
reading the software stops working until fixed

21



“SChrOedlﬂgbug” [The new Hacker’s Dictionary, Raymond 1996]

4 Schreedinbug
Implementation defect because of which the software should

never have

worked

4 It is a defect observed in the source code after which
readlng the software stops working until fixed

2 It is possible we do not realise that we actually changed
something (in the configuration, in the code, hardware, etc.)

2 |tis also
NOt use t
2 ltis also
It was su

possible that after finding that in the source code, we do
ne software in the same way

n0ossible that users (or clients) never reported it and that

pposed to work!

22



Omniscient
Debuggers




Omniscient debuggers

These debuggers enable forward and backward
navigation in a program execution

We can step forward and backward, and observe
indefinitely and deterministically the execution of the
same instructions

Based on « record/replay » or « reverse/replay »
techniques

24



Our vocabulary

Omnicient debugging/debuggers:

2 Technigues and tools leveraging execution data to find information about
what happened during a program execution

2 Based on execution recording or/and execution reverse and replay

Back-in-time debugging/debuggers:
2 Post-mortem approach

2 Records an execution, and provides means to explore that execution forward
and backward

Time-traveling debugging/debuggers:
2 Interactive approach (the execution is live)
2 Re-execute part or all of an execution

2 Provides step-back operations

25



Back-in-time debugging

The whole execution is recorded After run time:

2 The recorded execution can be reloaded in a
dedicated tool (e.g., a debugger)

2> The execution can be explored and navigated
forward and lbackwared

't Is a post-mortem technigue: the program is never re-
executed

26



Time-Traveling Debugging

Recording of the program’s state at key points of the
execution, named «snapshots»

During or after run time, it is possible to reverse the
execution to one of the snapshots

Example of moments when snapshots are taken:
2 Breakpoints
2 Value changes in a particular variable

't Is an interactive technigue: the execution is always
« online », or « live »

27



—Xample

Breakpoint (snapshot) rand: 5

rand =
Random.nextInt (10) ; square: 25

int square = rand * rand;

result: 12.5

float result = square /2;

Current pc after
step-by-step execution

28



—Xample

5

Breakpoint (snapshot) rand:
rand =
Random.nextInt (10); square:
int square = rand * rand;
result:

float result = square /2,

Step back

25

/

29



—Xample

5

Breakpoint (snapshot) rand:
rand =
Random.nextInt (10); square:
int square = rand * rand;
result:

float result®™ square /2;

Step back

/

/

30



—Xample

Breakpoint (snapshot) rand: /

int square =

float result

square:

rand * rand;

Square /2, I"eSUlt:

Step back

/

/

31



—Xample

Breakpoint (snapshot) rand: 5

rand =
Random.nextInt (10) ; square: /

int square = rand * rand;

float result™ square /2; result: /

The recorded value
Is replayed!

Step over

32



Back-in-Time and
Time-Traveling
Debuggers Examples




« Interrogative » debugging

Queries over the recorded program

2 Why, at that point of the execution, is that variable in
that state”

> Why is it not in that expected state?

Queries produces a viewable and navigable result:
2> \WWe can visualise all entities that accessed to a variable

2 \We can rewind the execution flow from that point to
observe the evolution of the program’s state

34



The Whyline

+ (default package)
~ edu.cmu.hcii.paint
+ Actions.java

EraserPaintjava

PaintCanvas.java

PaintObject.java

PaintObjectConstructor java

PaintObjectConstructorListe

PaintWindow java

~ PaintWindow$1.class
PaintWindow$1()
stateChanged()

| + + + + +

+ PaintWindow$2.class

+ PaintWindow$3.class

+ PaintWindow.class

PencilPaintjava

—~ PencilPaint.class
PencilPaint()
define()
getBoundingBox()
getEndX()
getEndY/()
getStartX()
getStartY()
paint()

+ java.awt
+ java.awtevent
+ javax.swing

L ] )

\ A

[ search code...

)

) why did color = [J?

Q why did color = |J?
A These events were

"
Ovenfl il ll N"u uou

(1) why did getValue() return 0? (producer)
(2) why did getValue() return 0? (producer)

(3) why did getValue() return 07 (producer)

'zs private PaintObjectConstructor ob

24

25 private ChangelListener colorChang (1}) why did this execute?
26

27 public void stateChanged(Chan

28

29 obje or.setColo

30 new Color(

31 ﬁ Value(y,

32 aSlider.getValue(),

33 gSlider.getValue())); KR
34

35 repaint();

36

37 }

s ovena] s

responsible.
4(1}) why did this execute?
*(1) why did getValue() return 0? (producer)
',,.','(2) why did getValue() return 07 (producer)
l, - (3) why did getValue() return 07 (producer)
b
thread . o thread . f . . e Color
main-0 AWTEventQueued-5 #19,941
start of program G\/ »

[graphics | text exceptions

LWar T cuves

Mago eog by stmbe

T T T T T

threads waltch® |showcell

— AWTEventQueue0-5
~ PaintWindow$1 : stateChanged|(
+ this = PaintWindow$1 #3,742

+ JSlider : fireStateChanged|()

+ ModelListener : stateChanged()
+ DefaultBoundedRangeModel : fir
+ DefaultBoundedRangeModel : se
+ DefaultBoundedRangeModel : se
+ JSlider : setValuelsAdjusting()

+ TrackListener : mouseReleased()
+ Component : processMouseEve

B i

Debugging reinvented: asking and answering why and why not questions about program

behavior, Ko and Myers,

ICSE 2008.

35




Time-Traveling Queries

Queries over the recorded program

2> Answering questions developers ask during

programming activit
> 12 off-the-shelf que

es

NIS varia

2 Queries allows for ti
a result was found

me-trave

rles available
2 Ex.: « When was t

nle modified? »

INg to the moment where



Default Pharo Debugger

Stack

Class

Method

DoubleLinkedListTest testLinksDo

DoubleLinkedListTest>>testLinksDo

Seeker
By
Stepping Control
Package T em =

Collections-DoubleLinkedl Back 1l Adv.1  Adv.Statement Prev. Statement

4 * A

> @

Reset To End sTOP

S DoubleLinkedListTest (Test performTest SUnit-Core Query  Scripting Results of a query on the current execution
& | DoubleLinkedListTest (Test[ selfsetUp. self performT SUnit-Core | Query for All Message Sends with selected selector : (add:) Reexecute |
FullBlockClosure (BlockClo: ensure: Kernel : Step Msg Receiver Msg Selector Arguments li
DoubleLinkedListTest (Test [ | self setUp. self perform SUnit-Core : 6 274 links (OrderedCollection) add: an Array(a DoubleLink) :
> - R = 3] C e Q + © '7 306 list (DoubleLinkedList) add: #(4) [
Proceed  Into  Over  Through Runto  Restart Retum Whereis? (Create  Advanced Ste : 8 359 links (OrderedCollection) add: an Array(a DoubleLink) :
1| testLinksDo : : 9 391 list (DoubleLinkedList) add: #(5) :
2 | list links index | : 10 444 links (OrderedCollection) add: an Array(a DoubleLink) :
3 list := DoublelLinkedList new. 11 476 list (DoubleLinkedList) add: #(6) 1
% 4 1inks := OrderedCollection new. : 12 529 l!nks (Ordere'dColle'ctlon) add: an Array(a DoubleLink) :
% 5 1 to: 10 do: [ :each |_ : 13 561 l!st (DoubIeLlnkedLls'f) add: #(7) . :
-8 6 links add: (1istlfd£ﬁ each) ] . , 14 614 l!nks (Ordere.dColle'ctlon) add: an Array(a DoubleLink) ;
o 7 index := 1. - guery input : l:-| 46 list (Noublel inked| ist) add: #(R) :
8 list linksDo: [ :each | S o : <1ter >‘:
9 self assert: each equals: (i nR‘s-qat\: index). -St-\o;vi-ng-z(-) r-es-ul;s,-fe-tcﬁe:i i-n:-S?tm-s. """"""""""""""""
10 self assert: each value equals: indems
11 index := index + 1 ] S o ExecutedBytecode: 6 (0.33% of known execution)
~
~
a DoubleLinkedListTest (Dou... @ () < ~@E anUndefinedbject (nil) Y @ O & @ ox
~
5 Type - Variable - Value A Ral _ Breakpoints = Meta
g el G DobleL ke e e svarisble Value
temp.var (€ index ni
.é’ temp.var @ list il : : gﬁ"ﬁew sends _ _ _ _ _ _
8 temﬁ var ft::\' links nil Qﬁnd 38F v Messages-ome.dcm AllMe_ssa_ge_Sen_ds:!th semed_selfdgr .!:
oy - _ Copy = ﬁlnsfancesCreatlo.ns . [« AlTMessage Sends with the selector... |
(®) inst. var 1_! testSelector testLin X cut % Assignments - Object Centric ] All Received messages :
inst. var (g,ﬁ' expectedFails nil 91 Paste kX <> Assignments - General S Selected query 5
implicit 'ig) stackTop Double S #V (") Announcements > :
implicit (©) thisContext Noublel vmp't" - {C} sMicrodows N :
X Cancel ¢  {C} Parsers and streams » !
; DoubleLinkedListTest>>testLink| 4 User Queries » ;

Predefined and user-defined time-traveling queries



Time-Traveling Queries

https://rmod-files.lille.inria.fr/Videos/Research/2022-Time-
Traveling-Queries-Demo-GDR-GPL.mp4

38



How to implement
time-traveling
debuggers: an

Introduction




Basic Implementations

The objective is to show how such debugger could
be implemented

2 These implementation are somewhat naive
ney are introductory to more complex materials
ney are there to experiment and learn

State-of-the-art implementations:

2 O'Callahan, Robert, et al. « Engineering record and replay for
deployability: Extended technical report. » 2017,

2 Maximilian Willembrinck. « An interactive debugging approach
based on time-traveling queries ». 2023.

40



Reference example: a single-process program

execution with non-deterministic values

i program state

start

non-deterministic program state

stop

O-> 1 2

1) Program state: « the values of the program variables,
as well as the current execution position » [Zeller 09}

41



Step 1: control the execution

i program state non-deterministic program state

automatic instruction step tlme_tra\/el

start K\ stop

ProOgEan gtate capture

A

/) Cover all program states: for example through step-by-step execution using an
INnterpreter

4 Record non-deterministic program states (identify them first!): primitives,
system calls, etc.

/) Count the program states: use a program counter to identify stepping order

42



Step 2: time-travel by replaying

i program state non-deterministic program state

automatic instruction step

start stop

re injeéE captured

pm®ogram state

7) Replay the execution from start until the target point

4 Replace non-deterministic program state by recorded program
state

7) Stop when reaching the target program counter

43



-xample implementation: Time-Traveling Queries

1): program state () i) : state at time-index i : automatic step
that passes the

program selection predicate program

start stop

C

y !
© O

1 2 A

q«m

U s A v &2
:producing
result item from {®’®’@’@ ’O}

a selected state query results
s: step query results
sb: step-back {®”@’G’U} sb s
tt tt tt tt tt {\

T 0 0O & B 9 0 0B O |
program program
start stop
i | : state at time-index i from : result item tt: time-travel

where a query result item collected at
was collected time-index i

M. Willembrinck, S. Costiou, A. Etien and S. Ducasse, "Time-Traveling Debugging Queries: Faster Program Exploration," 2021 IEEE 2 Ist International
Conference on Software Quality, Reliability and Security (QRS), Hainan, China, 2021 44



Pros and cons

Pros
2> Easy to implement
> (Good for learning how to manipulate executions

2 Fine-grained execution control: adequate for tools that
need to cover every program state

2 Not a lot of stress on memory

Cons
2 Slow (very)
> (Does not scale easily to concurrent executions)

45



Setter technique: snapshotting

i program state non-deterministic program state

snapshot

time-travel

start stop

program state
Y capture

[
L
[
[
y

automatic instruction step o .
non-deterministic program state

start . stop

reload closest

snapshot -inject captured

ogram state




When to snapshot?

At significant points of the execution

> method calls,
2 before/after non-deterministic computation,

2 b

reakpoints,

ter x number of program states (interval-based),

2> etc.

47



Pros and cons

Pros
2 Achieve good performance

2 Implementation can rely on system primitives such as
fork

Cons

2> Focus on replaying fast: limited control, does not allow
to query the full execution record at each replay

> Heavy memory usage
2 (Does not scale easily to concurrent executions)

48



Back-in-time debuggers?

Similarities, but different objective:

2 Build a recording model of your program or your language (or
both)

2 Instrument your program to create instance of your recording
model and log this data

2 Execute your program: your execution is logged according to your
model

2 Reconstruct your execution from your logs and visualize it in your
debugger, simulating your recorded execution

The objective is to record execution data to
visualize a simulation of that execution

49



—xample implementation: G

-MOC studio debugger

run(net)

‘A model execution
: i state state

Figure 5: Example of Petri net execution trace, annotated with execution states.

Bousse, E., Leroy, D., Combemale, B., Wimmer, M. and Baudry, B. 2017. Omniscient Debugging for Executable DSLs.

Journal of Systems and Software (JSS). 137, (Nov. 2017)

50



Omniscient debugger: pros/cons

Pros
2 Eliminate non-determinism, as we work on recorded executions

2 We can replay our execution as much as necessary until we find our
bug

Cons

2 Tremendous impact on performance (some debuggers slow down
the execution by more than 300 times...)

2 Limited to a few minutes of execution: it is impossible to capture
bugs that only appear after a long and unpredictable execution time

2 Tools can be slow while loading or navigating traces (because there
are a lot!)

51
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